<[lncbMo> MuHobpHaykn Poccmn ot 14.05.2018
N 08-1184
"O HanpasneHnn nHpopmMaumm”
(BMecTe ¢ "MeToanyeckMmMn pekoMeHaauusiMmn o
pa3sMeLleHn Ha MHPOPMALIMOHHBLIX CTeHAaX,
odrUManbHbIX MHTEPHET-CaUTax n Apyrmx
MHMOPMALIMOHHBIX pecypcax
obLeobpa3oBaTesbHbIX OpraHM3aLmMn N OPraHos,
OCYLLIECTB/ISAOLUMX YrpaB/ieHne B cepe
obpasoBaHusl, MHPpopMaLmm o0 6e30rnacHOM
noBeaeHUn 1 UCMosIb30BaHUKM ceTn "IHTepHeT")



[lokyMeHT npenoctaBnieH Owmnbka! HegonyctuMbin 06beKT
runepccbinkn.Ownbka! Hegonycrumbin 06bEKT rMNEpPCCbJIKK.

[ata coxpaHeHusa: 18.11.2019

MUHUCTEPCTBO OEPA30BAHUA U HAYKU POCCUUACKOW ®EOEPALMA

DENAPTAMEHT FrOCYOAPCTBEHHOW MNONIUTUKU B COEPE
OBLLUEI0 OBPA3OBAHUA

MUCbMO
oT 14 mas 2018 r. N 08-1184

O HAMNPABJIEHUA UHOPOPMALIUA

JlemapTaMeHT TOCYJapCTBEHHOM MOJIUTUKUA B cdepe olbmiero oOpazoBaHus MuHOOpHayKu
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UH(POPMALIMOHHBIX CTEHAaX, O(DUUMAIBHBIX WHTEpHET-caliTax M JAPYrMX MH(OPMAIIMOHHBIX
pecypcax 001eo0pa3oBaTeIbHBIX OPraHU3aIMid U OPraHOB, OCYIIECTBIIONINX YIIpaBJIeHHE B cepe
o0Opa3oBaHus, HH(POpMALUK O OE30IIaCHOM MOBEIEHUH U UCTIONIb30BaHUM ceTH "MHTepHeT".
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METOOWYECKWE PEKOMEHOALIA
O PASMELLUEHUN HA NTHO®OPMALIMOHHBIX CTEHAAX, O®PULINATIbHbLIX
WHTEPHET-CAUTAX U OPYI'MX UHOOPMALIMOHHbLIX PECYPCAX
OBLLUEOBPA30OBATEJIbHbIX OPFTAHU3ALIMA U OPITAHOB, OCYLLECTBNAKOLLUX
YNPABJIEHUE B C®EPE OBPA3OBAHUA, UHPOPMALIUXN O BE3OINMACHOM
NOBEAEHUN N UCTOJIb3OBAHUN CETU "MHTEPHET"

OkcnepramMu M uneHamMu BpemenHoil komuccun Cosera @Pepepanuu 1O  Pa3BUTHUIO
MH(OPMaLMOHHOTO OOLIeCTBa B paMKax BBIIOJIHEHUS PEKOMEHJAIMI MapIaMEeHTCKUX CIIyIIaHuN
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"AKTyaJIbHbIE BONPOCHI OOecredYeHus O€30MacHOCTH W pPa3BUTHS JeTell B WHGOPMAIMOHHOM
npoctpancTBe", KoTopeie nponutn B CoBere Deaepanmu 17 anpens 2017 r., Obn pa3zpaboTaHbI
METOJIMYECKUE DPEKOMEHIAIMU O pPa3MEIICHUd Ha HWHPOPMAIMOHHBIX CTEHAaX, O(QHUIIUATBHBIX
MHTEpHET-caliTax M Ipyrux MH(OPMALMOHHBIX pecypcax 0011eoOpa3oBaTeNIbHBIX OpraHU3aluil U
OpPTraHOB, OCYIIECTBISIONIMX YIpaBlieHHe B cdepe oOpazoBaHus, uwHMopManuu o Oe30macHOM
MOBEJICHUY U UCIOJIb30BaHUM ceTu "MHTepHeT" (anee - MeTONYECKUe PEKOMEH AN ).

MeTOI[I/I‘-IeCKI/Ie PECKOMCHAAIIMNU  HAIpPAaBJICHbBI Ha KAa4YCCTBCHHOC IIOBBIICHHUE YPOBHMA
UHOOPMAIIMOHHON  JESATENPHOCTH  00meo0pa3oBaTeNbHBIX ~ OpraHM3alMii ¥ OpraHoB,
OCYLICCTBIIIOIINX YIIPABICHUE B cepe 00pa3oBaHUs, B 4aCTH MH(MOPMUPOBAHUS YYAIIUXCS, UX
ponuteneil (3aKOHHBIX HPEICTABUTENCH) U MEJAarorndyeckux paOOTHHKOB 00 OCHOBHBIX acIeKTax
UH(POPMALIMOHHOM 0€30MaCHOCTH.

MeTtoauyeckue peKOMEHIAIMK MO3BOJISAT 001Ie00pa3oBaTeIbHbIM OpraHU3alusIM U OpraHam,
OCYIIECTBIISIIONINM yIpaBlieHHEe B chepe 00pa3oBaHMs, aKTYaIM3HPOBATH YK€ HCIIOJIb3yeMbIe U
pa3MelieHHble HH()OPMAIIMOHHBIE MaTepUalbl, TaK ¥ MOATOTOBUTH MX B CIy4ae MX OTCYTCTBUS C
YUETOM JIYUIINX PAKTHK U PEKOMEHAALNH.

B paMkax MeToau4ecKux peKOMEHAANI pacCMAaTPUBAIOTCS CIEAYIOIINE HHCTPYMEHTHI:
1. na(OpMAIMOHHBIC CTCH/IBI,
2. odunmaibHbIe HHTEPHET-PECYPCHI;

3. cpenacTBa MaccoBOM MH(pOpPMAIUH (LLIKOJIbHBIE ra3€Thl, EAArOrNYECKUE U3IaHUS U IpYTHE).
MUHdopmaumoHHblIe cTeHAbI

Ha nHdopmannoHHbIX cTeHAax B 00I1e00pa30BaTeNbHBIX OPraHU3alMsIX, PACIIOIOKEHHBIX B
¢oiie yupexJeHHi 1 B KaOMHETaX, OCHAILEHHBIX MEPCOHAIBHBIMU YCTPOWCTBAMM [UIS BBIXOJA B
cetb "MHTepHer", pekoMeHIyeTcs pa3MEeCTHTh WH(OpPMAlMOHHbIE MaMATKHU, COJEprKaIlue
OCHOBHBIE COBETHI 110 00€CIeYeHNI0 NHPOPMALMOHHOM 6€30MaCHOCTH yYaIluXCsl.

B npunokennn N 1 K METOIMYECKUM pEKOMEHAALMSM MpeJCTaBieH oOpa3el MaMsTKH JUIs
pasMeleHHst Ha HH(POPMAIIMOHHBIX CTEH/1aX.

CpenctBa maccoBoun MHcpopmaumm

B cpencrBax maccoBoit nHGpOpMAIUN, OPUEHTUPOBAHHBIX HA 00yYaIOIINXCs, PEKOMEHYeTCs B
TeUeHUEe Y4eOHOTO TOja peryasipHO MyOJuKOBaTh WH(OPMAIMOHHBIE MaTEPHAIbI, MOCBAIICHHbBIE
OTJICTbHBIM aCTeKTaM HH(POPMAIIMOHHON O€30MacHOCTH, a TaKKe Pa3IMyYHbIe MaMATKH OOIIEero
Xapaxrepa.

B cpenctBax  maccoBod  MH(OpManuM, OpPHUEHTUPOBAHHBIX HAa  IEAaroruuecKyro
OOIIECTBEHHOCTh, PEKOMEHIYETCS B TEUCHHE KaJCHJAPHOTO TOJa pPEeryaspHO IyOJIHMKOBATh
UHPOPMALIMOHHBIE  MaTepuaibl, TMOCBALICHHbIE OTAEIbHBIM  acleKTaM  HMH(OPMAIMOHHON
0€30MacHOCTH KaK HECOBEpPLICHHOJETHHX, TaK M 0011e00pa3oBaTeNbHbIX OpPraHu3alluid, a TaKxke
pasiM4yHble TaMATKH, O0030pbl HOPMATHBHO-TIPABOBOTO PErYIMPOBAaHUS JaHHOM cdepsl U
MH(OPMALIMIO O AKTYaTbHBIX MEPONPUATHUSAX U COOBITHSIX B JaHHOM cdepe.
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B xone nposenenust Ennnoro ypoka mo 6e3omacHocTH B cetu "MHTepHET" pekoMeHIyeTcs
o0ecrneunTh BBIMYCK TEMAaTUYECKOrO BBIIyCKa CpEACTBAa MaccoBOW HHpopMmanuu jaubo cepun
nyOJIMKanui, Cper KOTOPBIX PACCMOTPETh OPraHU30BaHHBIE MEPONIPUATHS ISl 00yJaromuXCs, UX
poauTesnel (3aKOHHBIX MpeICTaBUTENeH) 1 IeAarornueckoi o0eCTBEHHOCTH.

OdmumanbHblie UHTEepHeT-pecypcbl

O61eo0pa3oBaTeNbHBIM OPraHU3AIMSAM PEKOMEHYETCs Ha CBOUX O(UIMalbHbIX MHTEpHET-
pecypcax obecneunTs (HYHKIMOHHUPOBAHUE CAMOCTOSTEIILHOTO M CICHUATU3UPOBAHHOTO pa3jiena
"UndopmanrmonHas 6e30MacHOCTh", B paMKaxX KOTOPOTO MPEAYCMOTPETh pa3MelIeHHE CIICAYIONIeH
uHpOpMaLUu:

N | Pasmen/moapazgen |@opmar mpeacTaBiIeHHs ConeprxaHue MaTepragoB

MaTEepUaJIOB

JlokanbHBIE
HOPMAaTUBHBIC aKTHI B
chepe obecrieueHus
WH(OPMAMOHHON
0€3011aCHOCTH
00yJaronmxcs

Komuu 10KyMEHTOB B
¢dopmare *PDF

Pa3memniarorcs KOMUU TI0KyMEHTOB, T.€.
CKaHMPOBAHHBIA BApHAHT TOKyMEHTA,
COOTBETCTBYIOIIUN TPeOOBAHUIM K
napamMeTpaMm CKaHUPOBAHHS.
Pa3memniarorcs JOKYMEHTHI,
perIaMeHTHPYIOIINE OPTaHU3aALUI0 U
paboTy C MepCOHATLHBIMU TAHHBIMU,
[JIAHBI MEPONPUATUI 110 00ECIIEUEHUIO
nH(OpPMAIMOHHOM 0€301TaCHOCTH
00yyaroluxcst U Jpyrue.

HopmatusHoe
[peryaupoBaHue

Komnuu J0KyMEHTOB B
¢dopmare *PDF

[TyOnmuKyIOTCS aKTyalbHBIE CBEACHUS O
(dhenepanbHBIX B PETHOHATBHBIX
3aKOHaX, MMCbMaxX OPraHOB BJIACTU U
(pyrue HOpMaTUBHO-IIPABOBBIE
TTOKYMEHTBI, PEerJlaMeHTHUPYIOIIHE
oOecrnieueHre nHGHOPManOHHON
0€30M1aCHOCTH HECOBEPILICHHOJIETHUX.
JlomyckaeTcsi BMECTO KOIIHI pa3MeniaTh
UIIEPCCHUIKA Ha COOTBETCTBYIOIINE
JTOKYMCHTEBI Ha caitax OpraHoB
rocyJapCTBEHHOH BJIACTH.

Ileqarormueckum
paboTHUKaM

TekcT Ha cTpaHulle
canra

Konuu 10KkyMeHTOB B
¢dopmare *PDF

Pa3memniarorcss METOTUYECKHE
PEKOMEHJAIlMU U YKa3bIBAETCA
nH(pOpMaLIK O MEPOTIPUATHSIX,
[POEKTaxX U MPOrpaMMax,
HaHpaBHeHHLIX Ha ITOBBIIIICHUC
MH(OPMAIIMOHHON TPaMOTHOCTH
Ieaarorut4YceCKux pa6OTHI/IKOB.

OO0yJarommmcst

TekcT Ha cTpaHulEe
caiTa

Pa3memaercs nHpOpMaIOHHAS
namaTka (mprioxkenue N 2) u
YKa3bIBAETCS HHPOPMAITUS O
MEPOTIPUSITHSX, TPOCKTAX U
[porpaMMax, HalpaBJICHHbIX Ha

MOBBIIIEHNE HH(POPMAIIMOHHON
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TPAMOTHOCTH OOYJaroIuXCsl.

5. [Pogutensm Texcr Ha cTpaHuLe Pazmeriaercst uH(oOpMaIOHHAS
(3aKOHHBIM caiiTa namsTka (mpuiaokenue N 3).
[IPEJICTAaBUTEIISIM )
00yJaronmxcs

6. |derckue Ge3omacHbie [TeKCT Ha cTpaHHIIE Pazmerniaercst uapopmanys o
CaMTHI caiita PEKOMEHIYEMBIX K UCIIOJIh30BAHUIO B

yaeOHOM Mpoliecce 0e30MacHbIX caiTax,
OaHHEpbI 0E30MACHBIX JIETCKUX CAlTOB.

Opranam, OCYUIECTBIISIOIINM aBjeHue B cdepe oOpa3oBaHUS, PEKOMEHAYETCSI Ha CBOMX
b b
opurmanbHex MHTEpHET-pecypcax oO0ecneunTh (QYHKIHMOHUPOBAHUE CAMOCTOSTEIBHOTO H
CrienMaau3upoBaHHoro pasfena "MHdopmanuonHas Oe3omacHOCTh', B paMKax KOTOPOTO
IPeIyCMOTPETh pa3MelIeHUe cleayromei nHpopmaum:

[Tpunoxxenue N 1

NAMATKA ]
[N OBYYAIOLLUXCS OB MHAOPMALIMOHHOW BE3ONACHOCTU AETEN

HENb3A

1. Bcem moapsix cooOmiarh CBOK YacTHYHO HH(popManuio (HacTosmue ums, (HaMUIIUIo,
TenedoH, afipec, HoMep IIKOIIbI, a Takke GoTorpaduu CBOU, CBOCH CEMBU U JIpYy3€ii);

2. OTKpBIBaTh BJIOKEHHBIE (DAMIIbI 37IEKTPOHHON MOYTHI, KOT/1a HE 3HACIIb OTIIPABUTES;
3. I'pyOuts, npuanpaThcsi, OKa3bIBaTh JaBJICHHUE - BECTU ce0s1 HEBEXKIIMBO U arpeCCUBHO;

4. He pacniopsikaiicsi leHbraMu TBO€H CeMbM 0€3 pa3pellieHHs CTapliuX - BCerja CrpaiinBail
poAUTENEH;

5. He BcTpeualica ¢ IHTEpHET-3HAKOMBIMU B PEAIIbHOM JKU3HU - IIOCOBETYMCS CO B3POCIBIM,
KOTOPOMY JI0BEpSIEIIb.

OCTOPOXHO

1. He Bce numyt npasay. Yuraems o cedbe Henpasay B MHTepHETE - coo01u 06 7TOM CBOUM
POIUTEISAM UIIU OIIEKYHAM;

2. [IpurnamaroT nepenuchiBaThCs, UTPaTh, 0OOMEHUBATHCS - POBEPD, HET JIU TI0JIBOXA;
3. He3akoHHOe KonrpoBaHue ¢aiiioB B IHTepHETE - BOPOBCTBO;

4. Bcernma pacckasbiBail B3pOCIBIM O TIPoOieMax B CETH - OHU BCET/1a IOMOTYT;
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5. Mcnonp3yit HacTpoiku 0€30MacHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPSATH CBOM AKKAYHTBI
B COLICETAX U IPYIHX NOpTasIax.

MOXHO
1. YBaxaii Ipyrux noJib30Baresiei;
2. [Tonb3yenibest UHTEpHET-UCTOUHUKOM - Jieail CChUIKY Ha HEro;
3. OTKpBIBaii TOJIBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O6wmaThCst 3a MOMOILBIO B3POCIBIM - POJUTENIH, OIEKYHBI U aJJMUHUCTPALUs CAalTOB BCeraa
IIOMOT'YT;

5. Ilpoitau ob6yuenue Ha caiite "CeTeBUUOK" U MOITY4H MACHOPT HUGPPOBOTO rpakjaHuHa!

[Tpunoxenue N 2

MHPOPMALIMOHHASA NMAMATKA
AnA oObYYHAKOLWUXCA ANnA PASMELLEHUA
HA OPULIMATIbHBIX MHTEPHET-PECYPCAX

C KaXIbpIM roJIOM MOJOJEKH B MHTEPHETE CTAHOBUTHCS OOJbIlE, a LIKOJbHUKU OJHHU M3
CaMbIX aKTHBHBIX IIojib30Barenel PyHera. Mexay TeM, NHOMHMMO OIPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HeceT M MpolsieMbl. DTa MaMsATKa JO0JDKHA MOMOYb Tebe Oe30macHo
HAaxOJIUTHCS B CETH.

KOMI'II:I'OTepH bleé BUPYChbI

KoMmmnbrorepHelii BUpPYC - 3TO Pa3HOBHIHOCTb KOMITBIOTEPHBIX IPOTpaMM, OTIIMYHUTEIBHON
0COOEHHOCTBIO KOTOPOH SABISIETCS CIIOCOOHOCTh K Pa3MHOKEHHIO. B TomosiHeHHe K 3TOMY, BUPYCHI
MOTYT TOBPEIUTh WU TOJHOCTBIO YHUYTOXKHUTH Bce (aiibl M JaHHBIE, IOAKOHTPOJIbHBIE
MOJIb30BATENI0, OT UMEHH KOTOPOro OblIa 3amylleHa 3apa)KeHHas MporpaMma, a TakKe MOBPEIUTh
WIM J1aX€ YHUYTOXHUTh OINEPAIlMOHHYIO CHUCTEMY CO BceMH (aiiamu B 1iesioM. B GomibpinHCTBE
CIIy4aeB pacIpoCTPaHAIOTCS BUPYCHI 4YEPE3 UHTEPHET.

MeTO}IBI 3aI0UTEI OT BPCAOHOCHBIX ITPOrpaMm:

1. Hcnonp3yii COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, HUMEIOLIUE CEPHbE3HBIH YPOBEHB
3aIUATHI OT BPEJOHOCHBIX NPOTPaMM;

2. TlocTosHHO YycTaHaBiAMBail mayTH (UMGPOBBIE 3aIJIaTKH, KOTOPbIE AaBTOMATUYECKH
YCTaHABIIMBAIOTCA C 1I€JIbI0 JOPA0OTKU MPOrpaMMbl) U JApyrue OOHOBJIEHMSI CBOEH OINEpaliMoOHHON
cucrembl. CkauMBail UX TOJNBKO C odHIManIbHOrO caifta paspadorunka OC. Ecnm cymectByer
PEXHUM aBTOMaTHUYECKOTO OOHOBIIEHUS, BKIIIOUYH €T0;



3. PaboTaii Ha cBOE€M KOMITbIOTEPE MO IIPaBaMH I10JIb30BaTeNs, a HE aIMUHUCTpaTopa. ITO He
MO3BOJIUT OOJILUIMHCTBY BPEAOHOCHBIX IPOrpaMM HHCTAIJIUPOBATHCS Ha TBOEM IMEPCOHATBHOM
KOMIIBIOTEPE;

4. Vcmonb3yil aHTHBHPYCHBIE MPOTrPaMMHBIE MPOIYKTHI H3BECTHBIX IPOU3BOAUTEIIEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub pU3NUECKHii JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Vcronb3yil BHEIIHWE HOCHTENM WH()OpPMALMH, Takue Kak (riemka, JUCK win ¢ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHHUKOB,;

7. He oTKpbIBail KOMITbIOTEPHBIE (Paiiyibl, MOJYyYCHHbIE U3 HEHAE)KHBIX UCTOYHUKOB. Jlaxe Te
(ailnbl, KOTOpPbIE IPUCIAT TBOM 3HAKOMBIN. JIyullle yTouHH y HEro, OTHPABJISII JIU OH TeOe UX.

Cetn WI-FI

Wi-Fi - 310 He BHI mepeqay JaHHBIX, HE TEXHOJOIHsS, a BCEro JHIIbL OpeHa, Mapka. Eiie B
1991 romy Hunepmanjackas KommaHusi 3apeructpupoBana Openn "WECA", uro o06o3Haudano
cnoBocouetanue "Wireless Fidelity", koTopslii mepeBoauTcs kak "0ecripoBOAHAsE TOYHOCTD'.

Jlo Hamero BpeMeHH Jionuia apyras abOpeBuarypa, KOTopast siBISICTCS TAKOH )K€ TEXHOJIOTHEH.
Oto ab6peBuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C HAMEKOM Ha CTaHAAPT BBICHICH 3BYKOBOU
texuuku Hi-Fi, uro B mepeBose o3Ha4yaeT "BBHICOKAst TOYHOCTH'.

Jla, OecniaTHbIf HMHTEPHET-IOCTYN B Kade, OTeNsIX U a’poroprax sBIAETCS OTIMYHON
BO3MOXKHOCTBIO BbIXOJIa B MHTEpHET. HO MHOTME 3KCHEpPThl CUMTAIOT, 4TO obmenoctynHbie Wi-Fi
CEeTH He ABISAIOTCS 0€30MacCHBIMU.

CoBeTbl 110 O€30MaCHOCTH PabOTHI B 0OIIEIOCTYHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro nuuHyr0 nHpopmanuio depes odmenocrynasie Wi-Fi cetn. Paboras B
HUX, KeJIaTeJIbHO HE BBOJIUTH MAPOJIN JOCTYIIA, JIOTHHBI M KaKHue-TO HOMEpa;

2. Wcnone3yil u OOHOBISII aHTUBUPYCHBIE TporpamMmbl U Opanamayep. Tem cambiM Tbl
obe3omacuib ce0s OT 3aKauKu BUPYyca Ha TBOE YCTPONCTBO;

3. IIpu ucnons3oBanuu Wi-Fi otxitoun ¢pynkuuio "O0mwmii goctyn x ¢aiinam u npuHTepam'.
JanHast GyHKIUS 3aKphITa MO0 YMOIYAHHUIO, OJJHAKO HEKOTOPHIC TIOJIH30BATENN aKTHBUPYIOT €€ IS
yo0CTBa UCIOIB30BaHMs B paboTe Ui yueoe;

4. He ucnionp3yit myOnmunasiidi WI-FI asa mepenadum TUYHBIX TaHHBIX, HAIPUMED JIJIS BBIXOJIA B
COLMAJIBHBIE CETH WJIM B AJIEKTPOHHYIO TIOUTY;

5. Ucnonp3yit Tonbpko 3antuieHHoe coeaunenue uepes HTTPS, a e HTTP, T.e. mpu Habope
BeO-aapeca BBOAM UMeHHO "https://";

6. B moOunsHOM Tenedone oTkmoun Gpynkiuto "l[logkmouenne k Wi-Fi aBromarnuecku". He
JIOTyCKali aBTOMATHUYECKOTO MOIKITF0UeHUs yeTpoiicTBa Kk cetsim Wi-Fi 6e3 TBoero cornacus.



CoumnanbHble ceTn

COL[I/IaJIBHbIe CCTU AKTHBHO BXOIAT B HAIly XW3Hb, MHOI'MC JIFOJU paGOTaIOT " JXXUBYT TaM
HIOCTOSIHHO, a B Facebook yxe 3aperncTpupoBaH MUJUTHAP]] YEJIOBEK, YTO SBIISICTCS] OJHON CEAbMOM
BCEX JKUTEJCH miaaHeTsl. MHOTHE MOIb30BaTe/IM HE IIOHUMArT, 4TO I/IH(bOpMaI_[I/Iﬂ, pasMCIICHHaA
VMU B COLMAIBHBIX CETSIX, MOXKET OBbITh HalJieHa M HCIOJIb30BaHa KEM YrOJHO, B TOM YKCJIE HE
00s13aTeNIbHO ¢ OJIarUMU HAMEPEHUSIMH.

OCHOBHBIE COBETHI IO OE30IACHOCTH B COIIMaJIBHBIX CCTAX:

1. Orpannyp cnucok apy3ed. Y 1e0s B Apy3bsSX HE JOIDKHO OBITh CIYyYalHBIX U HE3HAKOMBIX
JIFOJIEH;

2. 3amumiai cBOIO YacTHYIO Ku3Hb. He ykaswiBail mapousu, TenedoHbl, agpeca, 1aTy TBOETO
POXKIEHUS W JPYTyl0 JHYHYO HH(pOpMaLUIo. 3I0YMBIIICHHUKM MOTYT HCIOJb30BaTh JlaXe
MH(}OpPMALIMIO O TOM, KaK Thl U TBOU POJUTEIIN IUIAHUPYETE MPOBECTH KAHUKYJIbI;

3. 3amuiiaii cBOIO pemyTaluio - IEepKU €€ B YUCTOTE U 3a7aBail cebe Bompoc: xoTed Obl ThI,
yTOOBI JpPYrve TOJIb30BATEM BHUIEIH, 4YTO Thl 3arpyxaemb? [logymail, mpexae 4em dYTO-TO
OIyOJIMKOBATh, HAMKCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOpUIIb C JIOJbMH, KOTOPBIX HE 3HAECIIb, HE UCIIOJIb3YH CBOE pEaIbHOE UM U
JPYTyIo JUUHYIO0 HH(GOPMALUU: UMsI, MECTO JKUTEIBCTBA, MECTO Y4eObl U ITPOYee;

5. N36eraii pazmerienust portorpaduii B UHTEepHETE, e THI M300pakeH Ha MECTHOCTH, IO
KOTOPOW MOYKHO ONPEICITUTh TBOS MECTOIOJIOKCHHUE;

6. Ilpu perucrtpaniu B COLMAIBHOM CETH HEOOXOJAMMO HCIOJIb30BaTh CIOKHBIC MapOJIH,
cocrosmue u3 OykB ¥ IU(p U C KOTUIECTBOM 3HAKOB HE MEHee §;

7. Jns conuanbHOM CeTH, TMOYTHI W JAPYTMX CAHTOB HEOOXOIMMO HCIOJIB30BaTh pa3HbIC
naponu. Torma ecnu TeOs B3JIOMAIOT, TO 3J0YMBIIUIEHHUKH MOJYYaT AOCTYN TOJNBKO K OJHOMY
MECTY, a HE BO BCE Cpa3y.

ANEeKTPOHHbIEe AeHbIM

DNEeKTpOHHBbIE JEHBIW - 3TO OYEHb YJIOOHBIN crOCOO MIaTeXel, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

SJICKTPOHHBIC JCHBI' IIOABHIIMCH COBCEM HEAABHO M HMMCHHO H3-3a 3TOI'0O BO MHOTHUX
rocyaapCTBax A0 CHUX IMOP HEC NPONHCAHO IIPO HUX B 3aKOHAX.

B Poccuu sxe oHM (yHKIIMOHUPYIOT M O HUX YK€ MPOMKMCAHO B 3aKOHE, I7Ie UX Pa3/eisioT Ha
HECKOJIbKO BHJIOB - QHOHMMHBIE MU HE aHOHUMHbIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - ITO TE, B
KOTOPBIX pa3peliaercs MpoBOJUTH Onepaluy 0e3 uAeHTU(UKAIINY [T0JIb30BATENs, @ B HEAHOHUMHBIX
UICHTU(HUKALMS [TOJI30BaTENs ABIsETCS 0053aTeNbHOM.

Taxxe crienyer paznuuaTh DSJIEKTPOHHbIE (UaTHBIE AEHBIUW (PaBHBI TOCYIApPCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHBIE He(hUaTHBIE IEHBIU (HE paBHBI TOCYJAPCTBEHHBIM BAJTIOTaM).



OcHOBHBIE COBETHI 0 6€30MacHOM paboTe ¢ IEKTPOHHBIMH JICHbIaMHU:

1. TlpuBsku K cyeTy MOOWIBHBIA TelnedoH. ITO camblii YAOOHBIH M OBICTPBIA CIIOCOO
BOCCTaHOBUTH JOCTYII K cueTy. [IpuBs3anublil TeneoH MOMOXKET, eciu 3a0yIeIlb CBOM TIATeKHBIN
napoJib WU 3aielllb Ha CAliT ¢ HE3HAKOMOT'O YCTPOICTBa;

2. Vcionp3yii ogHOpa3oBkie mapoiu. [locne nepexoia Ha YCHICHHYIO aBTOPU3AIIUIO TeOe yKe
He Oy/IeT yrpoXaTh OMAaCHOCTb KPa)KH UJIU MepexBara MIaTeKHOro MapoJis;

3. Boibepu cnoxublii maponb. [Ipectynaukam OyaeT HE MPOCTO yraaaTh CIOKHBIA MapoJb.
HanexHble mapoiu - 3TO HapoJid, KOTOpbIE CoJep)KaT He MeHee § 3HAKOB M BKIIOYAIOT B cels
CTPOYHBIC M MPOMHUCHBIE OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB, TaKHE KaK 3HaK Aoiuiapa, GpyHra,
BOCKJIMIIATEIbHBIN 3HAK U T.I. Harpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HAa CaliTaX, KOTOPHIM HE JOBEPSEIlb.
ANeKTPOoHHasi no4yTa

DNeKTpOHHAsl MoYTa - 3TO TEXHOJOTHUS W TMPEHOCTaBIsiEMble €10 YCIYTH MO TEPEChUIKE U
MOJTYYEHUIO 3JIEKTPOHHBIX COOOIIEHUN, KOTOPBIE PACHIPEENIIIOTCS B KOMIIBIOTEpHOU ceTu. OOBIYHO
AIEKTPOHHBIN IMOYTOBBIM SIIITAK BBITJISIIUT CHEAYIOLIUM obpazom:
uUMs_TIOJb30BaTeNA(@uMs_oMeHa. Takke Kpome TMepeladyud MpPOCTOro  TEKCTa, HMEeeTcs
BO3MO>KHOCTH TIepe/iaBaTh (hauJibl.

OcHoBHbIE COBETHI 110 0e301acHoi paboTe ¢ INMEKTPOHHON TOYTOM:

1. Hago BbIOpaTh mNpaBHIBHBI TOYTOBBIA CepBHC. B WHTEpHETE €CTh OTPOMHBIN BBIOOD
OecIUTaTHBIX TMOYTOBBIX CEPBHCOB, OJHAKO JIydlle JIOBEpSATh TE€M, KOTO 3HAEllb U KTO NEpBbIH B
peuTHHrE;

2. He yka3piBall B nu4HOM moure JnyHyro HH(opmanuto. Hampumep, mydine BbIOpaTh
"My3bIKasbHbIN _(paHat@" win "pokx2013" Bmecto "temal3";

3. Mcnonp3yil IBYX3TaHY0 aBTOPHU3ALHI0. DTO KOT/Ia TOMUMO MapoJisi HY)KHO BBOAMUTH KO,
npucbuIaeMblil mo SMS;

4. BriOepu CI0XKHBINA Mapoib. [ KaXa0ro mouTOBOTO SIUKA JOJKEH ObITh CBON HAJCKHBIH,
YCTOWYHMBBIN K B3JIOMY I1apOJIb;

5. Eciu ectb BO3MOMKHOCTH HamucaTb CaMOMy CBOM JIMYHBIM BOIIPOC, HCHOJIB3YH 3Ty
BO3MOKHOCTE;

6. Mcnionb3yi HECKOJIBKO MTOYTOBBIX SAIUKOB. [IepBbIii 17151 4acTHOM NMEPENMUCKH C afpecaTaMy,
KOTOPBIM Thl JOBEpsElIb. DTO JIEKTPOHHBIN aJapec He Ha/l0 MCIOJIb30BaTh MPH PErucTpaliy Ha
dopymax u caiitax;

7. He oTkpsiBail (haiiiiel U ApyrUe BIOKEHHS B MHUChMAaX, AK€ €CIM OHU MPHUIUIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABISUTH JTU OHU Tebe ATH (paiiisr;



8. Ilocne okoH4yaHust pabOTHI HA TIOYTOBOM CEpPBUCE Tepe]] 3aKPhITHEM BKIAJKU C CAHTOM HE
3a0yap HaXaTh Ha "BeiidTu".

KnbGepOynnuHr unu BupTyanbHoe nsaeBaTesnibCTBO

KubepOymauHr - npecienoBaHue COOOLICHUSIMH, COJAEPKAIIMMH OCKOPOJIEHHS, arpeccuio,
3aIyTUBAHKE, XYJIHTAHCTBO; COIMAILHOE OOWKOTUPOBAHWE C TOMOIIBIO PA3TUYHBIX WHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO 60PbOE ¢ KUOSPOYIITMHIOM:

1. He Gpocaiics B 60ii. JIyummii crioco0: moCOBETOBAThCS Kak ceOst BECTH M, €CJIM HET TOTr'0, K
KOMY MOYXHO OOpaTHUThCS, TO BHAYalle YCIIOKOUTHLCS. ECIM ThI HAUHENIh OTBEYATh OCKOPOJICHUSIMHU
Ha OCKOPOJIEHUS, TO TOJIBKO elle OO0JIbIIEe pa30iIKellb KOH(IIUKT;

2. Ypasinsdii cBoeil kubeppernyTanuei;

3. AHOHUMHOCTb B c€TH MHUMasl. CyIIeCTBYIOT CIIOCOOBI BBIACHUTH, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He ctouT BecTH XyIUTaHCKUI 00pa3 BUPTyallbHOU ku3HU. IHTEpHET pukcupyer Bce TBOU
JIEUCTBUSI M1 COXPAHSIET UX. Y JAIUTh UX OYyJeT KpaiiHe 3aTPyIHUTEIBHO;

5. CobGuroz1ail cBOIO BUPTYaIbHYIO YE€CTh CMOJIONY;

6. Urnopupyil enuHuuHblii HeratuB. OJHOpPA30BblE€ OCKOPOUTENIbHBIE COOOIIEHMS JIydYlle
UrHOpUpoBaTh. OOBIYHO arpeccus NpeKpallaeTcs Ha Ha4yaabHOU CTa UM,

7. Ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMH, B COITUATIBHBIX CETAX
€CTh BO3MOYKHOCTH OJIOKHUPOBKH OTIIPABKU COOOIIIEHUH C OMPEICTICHHBIX apecoB;

8. Ecnu ThI cBuzerens kubepOyiuinHra. TBoM AeMCTBUS: BBICTYIUTh IPOTUB MpECIIe0BATENS,
[I0Ka3aTh €My, UTO €ro JEUCTBHS OLICHUBAIOTCS HEraTUBHO, MOJLIEPKATH KEPTBY, KOTOPON HYKHA
MICUXOJIOTHYECKast MOMOIb, COOOLIUTH B3POCIBIM O (DaKTe€ arpecCUBHOTO MOBEJCHUS B CETH.

Mo6unbHbIN TenedoH

CoBpeMeHHbIE cMapT(POHBI U IIJIAHILETHl COJIEpKaT B ce0e BIOJHE B3pOCbId (YHKIIMOHAN, U
TENepb OHU MOTYT KOHKYpPHUpOBAaTh CO CTAallMOHAPHBIMU KOMIbIOTEpaMU. OIHAKO, CPEACTB 3aLUTHI
JUIsl TIOJIOOHBIX YCTPOMCTB IMOKa OYEeHb Mayo. TecTHpOBaHHME W TOUCK YA3BUMOCTEH B HHUX
IPOMCXOIUT HE TaK HHTEHCUBHO, Kak /s 1K, To e camoe kacaeTcss 1 MOOUIIBHBIX TPUIOKEHUH.

COBpeMeHHBIe MOOUILHBIE 6pay3ep51 YK€ MNPAKTUYCCKU JOrHajii HACTOJIbHBIC AaHAJIOTH,
OIHAaKO paClIupCHUC (I)YHKL[I/IOHaJ'Ia BIICUET 3a COOOM 60J'H:I.Hy10 CJIOKHOCTb W MCHBIIYIO
3aIUIICHHOCTb.

Jlameko He Bce MPOU3BBOJIUTENM BBITYCKAIOT OOHOBJICHHS, 3aKPBIBAIOIINE KPUTHYECKHE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIC COBETBI JJI 0e30IMacHOCTH MOOUIBLHOTO Teﬂe(bOHaI



Hudero He sBnsieTCs MO-HACTOAILIEMY O€CIUIaTHBIM. Byab OCTOpOXeH, Benb Korja Tebe
npeiaraT OecryiaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIaTHBIE YCIIYTH;

Hymaii, mpexxae yem otnpaButb SMS, ¢oto nimm Buaeo. Tol TOUHO 3HAEIIb, I71€ OHU OyIyT B
KOHEYHOM HUTOre?

Heo6x0a1Mo 0OHOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;
Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI JJIsI MOOMIIBHBIX TeJIe()OHOB;

He 3arpy>i<a1?1 MNPUIIOKCHUA OT HCU3BCCTHOI'O HCTOYHHUKA, BCAb OHU MOIYT COACPIKATH
BPCAOHOCHOE IIPpOIrpaMMHOE 06CCHC‘ICHI/IC;

[Tocne Toro Kax Thl BBIWJCIIB C CaliTa, I/i€ BBOAWI JUYHYIO HH(OPMAIIHIO, 3ali11 B HACTPONKHI
Opaysepa u ynanu cookies;

[Iepunonnuecku npoBepsii, KaKue IUIAaTHBIEC YCIIYT'M AKTUBUPOBAHbBI HA TBOEM HOMEPE;

JlaBaii cBoif HOMep MOOWIBLHOTO TejedoHa TOJIBKO IIOMSAM, KOTOPBIX Thl 3HACUIb U KOMY
JIOBEPSICIIIb;

Bluetooth momxen ObITH BBIKIIIOUEH, KOT/Ia Thl UM HE Mosb3yeuibcs. He 3a0biBail mHOTIA
MIPOBEPSITH 3TO.

Online urpsbl

CoBpeMeHHbIE  OHJIAMH-UTPBI - 3TO  KPAacOYHBbIE, 3aXBaThIBAIOIIUE  Pa3BJICUCHUS,
OOBEAMHSIONINE COTHU THICSY YEIOBEK MO BceMy Mupy. Wrpoku HccIeayloT AaHHBIE UM MUp,
001Iat0TCs APYT C IPYroM, BBITIONHSIOT 3aJjaHusl, CPAKAIOTCS ¢ MOHCTPAMH U TIOJIYYalOT OMBIT. 3a
YIOBOJIbCTBHE OHHM IUIATSAT: TMOKYMAIOT AKCK, OTJIAYMBalOT a0OHEMEHT WM MPHOOPETAIOT KaKhe-TO
OTIIIUH.

Bce >t CpeaAcTBa UAYT HA NMOAACPIKAHUC U PA3BUTUC UTPHI, 4 TAKKC Ha CaMy 0e30IMacHOCTb:
COBCPHICHCTBYIOTCA CUCTEMBI aBTOPHU3allH, BBIITYCKAIOTCA HOBBLIC ITaTYH (III/I(l)pOBI)Ie 3allJIaTKH JJIA
nporpaMM), 3aKPbIBAOTCA YA3BUMOCTHU CCPBCPOB.

B HO)IO6HBIX HUrpax CTOUT OIacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXHU TBOCTO
apoJist, Ha KOTOPpOM OCHOBAHA CUCTEMaA aBTOpHU3alluA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO O€30IaCHOCTU TBOETO HUI'pOBOI'0 aKKayHTa:

1. Ecnn npyroii urpok BeaeT ceds II0X0 MM CO3/1aeT Te0e HEeNPUATHOCTH, 3a0JIOKUPYH €ro B
CIIUCKE UTPOKOB;

2. HO)K&J'nyICSI AIMUHHUCTpATOpPaM HI'PbBI HAa IJIOXOC IMOBCACHHUEC 3TOTO UIPOKA, KEJIATCIBbHO
MMPUTOXKUTH KaAKHUEC-TO JOKA3aTCJIbCTBA B BUAC CKPUHOB;

3. He yka3piBaii TMUHYI0 HHPOPMALIMIO B TIpodaiiie urpsl,

4. YBaxail Ipyrux y4acTHHUKOB I10 UTPE;



5. He ycranaBnuBaii HeouIIMaIbHBIE TTATYU U MOJBI;
6. Mcnonb3yii clokKHBbIE U pa3HbIE MAPOJIH;

7. Jaxe BO BpeMs UTPbI HE CTOUT OTKJIKOYaTh aHTUBUpPYC. I10Ka ThI Urpaenib, TBOM KOMIIBIOTED
MOTYT 3apa3UTh.

PULINHT Unun KpaXxa NIMYHbIX AaHHbIX

OOBIYHOM KpaXkel JIEHET M JIOKYMEHTOB CErOJHS y)K€ HUKOIO HE YJIWBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUI 3JIOYMBIIIJICHHUKH TEPEMECTHIIUCH B MHTEPHET, U MPOJOJIKAIOT 3aHUMAThHCS
"IIF0OUMBIM" JIEJTOM.

Tak mosiBHUIach HOBas Yrpo3a: WHTEPHET-MOILICHHWYECTBA WM (UIIMHT, TJaBHAs IElb
KOTOPOTO COCTOUT B TMOJYYEHHH KOHQUICHIMAIBHBIX JIaHHBIX MOJb30BaTeleld - JIOTHHOB H
naposieii. Ha anrmmiickom si3pike phishing umrtaercs kak ¢ummar (ot fishing - peiOnas moBis,
password - mapoJis).

OcHOBHBIE COBETHI 110 00PHOE C PUIIUHTOM:

1. Cnequ 3a cBonM akkayHTOM. Ecii ThI moo3peBaeiiib, 4TO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE0O0XOIMMO 3a0JOKHpOBAaTh €€ M COOOLIMTH AJMHHHCTPATOpaM pecypca 00 ITOM KaK MOYKHO
CcKopee;

2. HUcnonp3yit Oe3omacHble BeO-CAMTHl, B TOM YHCJE, UWHTEPHET-MArasuHOB W IOMCKOBBIX
CHCTEM;

3. Ucnonw3yit CHOXHBIE M pa3Hble Mmapoiu. Takum oOpa3oMm, ecid TeOs B3JIOMAalOT, TO
3JI0YMBIIIJICHHUKHU TOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIO B CETH, a HE KO BCEM;

4. Ecnu 1ebs B37I0Maid, TO HEOOXOJUMO MHPEIYNpPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
noOaBiieHbl y T€Osl B JIpy3bAX, O TOM, YTO T€Osl B3JIOMAJIN U, BO3MOXHO, OT TBOETO UMEHHU OyAeT
pacchLIaThCsl CllaM U CCbUIKU Ha (PUILIMHTOBbIE CaliThI;

5. YcranoBu HaznexHbIi napons (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKJIIOYM COXpaHEHHUE maposs B Opaysepe;

7. He oTkpbiBaii (aiiibl 1 Apyrue BIOKEHHUS B MUCHhMAaX, Ja)X€ €CIIM OHM MPUIILIN OT TBOUX
npy3eit. Jlydiie yTouyHu y HUX, OTIPABIISUIA JIM OHU Te0e 3T (aiiibl.

LUndposas penytaums

udposas pemyranus - 3TO HEraTWBHas WJIM MO3UTHBHas MH(pOpMalus B CeTH O Tebe.
Komnpomerupyromass uHbopmanus, pasMelleHHas B HHTEPHETE, MOXKET CEpPbEe3HBIM 00pa3oM
OTpa3uThCsi Ha TBOeH peanbHOM >xu3HM. "LludpoBas pemyrauus" - 3TO TBOH MMHJIK, KOTOPBIH
dopmupyetcst u3 nHpopMaIMK O Tebe B MHTEPHETE.

TBoe MecTo KHUTEIbCTBa, yueObl, TBOE (PMHAHCOBOE IMOJIOKEHHE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBACTCS B CETH.



MHorue NOAPOCTKH JIETKOMBICIEHHO OTHOCATCS K MYONMKAIMH JUYHOW HHPOpManuu B
HuTepHeTe, He MOHUMAs BO3MOKHBIX MOCHEACTBUAN. ThI Jaxke HE CMOXKEIb T0TaJaThCs O TOM, YTO
¢dororpadus, pazMerienHas 5 et Ha3a/, cTajla MPUYUHON OTKa3a MPUHATH TeOs Ha padoTy.

KommeHTapuu, pasmenienue TBoux (ortorpaguil u apyrue NeHcTBUS MOTYT HE HUCYE3HYTb
Jla’ke TI0CJIe TOTO, KaK Thl UX yIanuilb. Thl HE 3HACIIb, KTO COXPAaHWI 3TY HH(POPMALIUIO, IO JI
OHa B ITOMCKOBBIE CUCTEMbI M COXPaHUJIACh JIM OHA, a TJIABHOE: YTO MOJyMAIOT O TeOe OKpYXkKarolue
JFO/IA, KOTOPBIE HAMIYT M YBUAAT 3T0. HaliTi nHpOpMAaInio MHOTO JIET CITyCTS CMOXET JIF000i - Kak
U3 100pBIX MOOYKIEHUH, TaK U C HAMEPEHUEM IPUUMHUTD Bpe. DTO MOXKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI I10 3aIIUTE TU(POBON PEITyTAIHH:

1. Tlomymaii, mpexae 4YeM dTO-TO MyOJIMKOBaTh M TepenaBarh y ceOs B OJore Wil B
COIIMAILHOM CETH,

2. B Hacrpoiikax mpo¢uis yCTaHOBH OTPAaHMYEHHUS Ha MPOCMOTP TBOETO NMpOdWiIs M ero
COJIEP’)KUMOT0, CJIeNail ero TOJbKO "1Isl Ipy3en';

3. He pa3meriaii u He yka3biBall MHPOPMAIIUIO, KOTOPask MOXKET KOTO-TH00 OCKOPOJISATH WU
00MXKaTh.

ABTOpCKOE npaBo

CoBpeMeHHBIE HIKOJBHUKU - aKTHUBHBIE ITOJIB30BATENM HU(POBOTO mMpocTpaHcTBa. OmHAKO
JAJIEKO HE BCE 3HAIOT, YTO IOJH30BAaHHME MHOTMMHU BO3MOXKHOCTSIMH LU(POBOrOo Mupa Tpelyer
COOITIO/ICHHSI TIPAB HA MHTEIICKTYAIBHYIO COOCTBEHHOCTD.

TepmMun "uHTENNEKTyalbHas COOCTBEHHOCTh" OTHOCHUTCS K Pa3IMYHBIM TBOPEHUSM
YeJI0OBEUECKOr0 yMa, HauMHasi C HOBBIX M300pETEHUI M 3HAKOB, 0003HAYAIONIUX COOCTBEHHOCTh Ha
MPOIYKTHI U YCIYTH, M 3aKaH4YMBas KHUTamH, ¢ororpadusMu, KHHODUIBMAMH U MY3bIKATbHBIMU
IMPOU3BCACHUSAMMU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha HHTEIUIEKTyaJbHYIO COOCTBEHHOCTh Ha IPOM3BEACHUS
HayKH, JIUTEPaTypbl U UCKYCCTBA. ABTOPCKHE IpaBa BBICTYNAIOT B KA4ECTBE T'apaHTUU TOTO, YTO
UHTEJUIEKTYaIbHBII/TBOPUECKUI TPyl aBTOpa He OyAeT HalpacHbIM, JaCT €My CIpaBelJIMBbIE
BO3MOXXHOCTH 3apaboTaTh Ha pe3ylbTaTax CBOEro TPyJa, MOJYYHUTh M3BECTHOCTb M IMpPHU3HAHHE.
Huxkro 6e3 paspelieHus: aBTopa HE MOYKET BOCIPOM3BOJIUTH €r0 MPOU3BEACHUE, PACIIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATH, IMPOJAaBaTh, HMIOPTHPOBaTh, IYCKaTh B MpOKAaT, IYOJUYHO
UCTIOJIHATH, IOKA3bIBATh/UCIIOIHSTh B 3pUpe UK pa3meniaTs B IHTepHeTe.

Hcnons3zoBanne '"mupaTcKOro'" MPOrpaMMHOTO OOECHEYSHHUST MOXKET MPUBECTH K MHOTUM
pUCKaM: OT TMOTepU JMAaHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKHM TBOETO YCTPOWCTBA, TJe
YCTaHOBJICHA HeJleTaibHas Tporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETAJIbHBIC U
OecruiaTHBIE IPOrPaMMBI, KOTOPHIE MOKHO HAMTH B CETH.

O nopTane
CCTCBI/I‘-IOK.p(I) - TBOH TJIaBHBIN COBETUYMK B CETH. 3)16019 Thl MOXKCIIb Y3HATH O 6630HaCHOCTI/I B

CCTU MOHATHBIM W ONOCTYIIHBIM SA3BIKOM, da IIPW BO3HUKHOBCHUHA KpI/ITHLIeCKOfI CUTyalluu O6paTI/ITI)C$[
3a COBETOM. A TaKxke MPUHATH YIaCTUC B KOHKYpPCaX U CTATh CAMbIM I_II/I(I)pOBLIM I‘pa)KI[aHI/IHOM!



[Tpunoxenne N 3
NAMATKA Ona POOUTENEN OB UH®OPMALIMOHHON BE30OMNMACHOCTU OETEU

Ompenenenne TepmMuHa "wHGOpMaIMOHHAs  O€30MacCHOCTh  JIETEH"  CONEPKHUTCS B
OenepanbaoM 3akoHe N 436-03 "O 3ammre aereid oT wWHPOpPMAIMH, TPUUMHSIONEH Bpen UX
3MI0POBBI0O ¥ PA3BUTUIO", PETYIHUPYIOIIMM OTHOIICHUS, CBSI3aHHbIE C 3alIUTON JeTeil or
uH(pOpMaIIMY, MPUYUHSIONIEH Bpe WX 3M0pOBbI0 U (Win) pa3Butuio. COrjJacHO NaHHOMY 3aKOHY
"uHopmanmonHass 0€30MacHOCTh JeTel" - ATO COCTOSHHUE 3alIUIICHHOCTH, IPU KOTOPOM
OTCYTCTBYET PHCK, CBSI3aHHBI C NpUYMHCHHEM WH(MOpManueld Bpeaa WX 3I0pOBbI0 U (WIIH)
buznyecKoMy, ICUXUYECKOMY, TyXOBHOMY, HPAaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanbnoro 3akona N 436-O3 undopmanueit, TpUUIUHSIIONIEH BpeI 30POBbIO U
(W) pa3BUTHIO JACTEH, SBJISCTCS:

1. nadopmanus, 3anpeneHHas s paclpoCTPAHCHUS CPEIIU ACTEH;

2. uHdopManys, pacnpocTpaHEHHE KOTOPOM OrpaHUYEHO Cpeau JAeTed ONpe/eNeHHBIX
BO3PACTHBIX KaTETOPHil.

3. K undopmanuu, 3anpenieHHo 1isi pacpoCTpaHEHUs CPeu 1eTel, OTHOCUTCS:

4. nuadopmanus, moOyxaaronas n1eTed K COBEPIICHUIO NEHCTBUM, TPEICTABIMIONINX YTPO3y
WX JKU3HU U (UM 310pPOBBIO, B T.4. IPUUMHEHHUIO BPEa CBOEMY 37I0POBbIO, CAMOYOUHCTBRY;

5. CIOCOOHOCTh BBI3BATH y JIeTEH JKeJaHUue YHNOTPeOUTh HAPKOTHYECKHE CpE/ICTBa,
NCUXOTPOINHbIE W (WJIM) OJYpPMaHHUBAIOIIME BeEUIeCTBA, TaOauHble M3/€IMs, aJIKOTOJbHYI U
CHUPTOCOJEPKAILYIO0 MPOAYKIHUIO, MMBO W HANUTKH, U3rOTABIMBAaEMble HAa €r0 OCHOBE;, IPUHATH
yyacTM€ B  a3apTHBIX  UIpax, 3aHUMATbCsid  MPOCTUTYLHMEH, OpOASIKHHUYECTBOM WM
MOMPOIIAHUYECTBOM;

6. O6OCHOBLIBaIOH_Ia$I HJIN ONIpaBAbIBAOMIAA NOITYCTUMOCTD HACUTIUA U (I/IJ'II/I) ’KECTOKOCTH JIHOO
n06y>1<)1a}01ua$[ OCYIICCTBJIATE HACUJIbLCTBCHHLBIC I[GﬁCTBI/I?I 110 OTHOIICHUIO K JTIOJAAM H ) KUBOTHBIM;

7. oTpuuarolias ceMelHble IIEHHOCTH U (POpPMHUPYIOIIas HEYBaXXEHHE K POAUTENSM M (WIIN)
JIPYTUM YJIEHaM CEMbH;

8. onpaBbIBaOIAsl IPOTUBOIPABHOE MIOBEICHUE;
9. coneprkalias HelIEH3ypHYIO OpaHb;
10. coneprkaias HHPOPMALIUIO TOPHOTPaPHUUECKOr0 XapaKTepa.

K wundopmanuu, pacnpoctpaHeHHEe KOTOPOH OrpaHMYEHO CpeAM JIeTeil OIpeneaeHHOro
BO3pacTa, OTHOCUTCSL:



1. unbopmanus, mupencTaBisieMass B BHUAEC H300paKEHUS WM OMHCAHHUS >KECTOKOCTH,
¢uznveckoro M (W) TCHUXUYECKOTO HACWIIMS, MPECTYIUICHHS WM WHOTO aHTHOOIIECTBEHHOTO
JIeHCTBHS,

2. BbI3BIBAIONIASL y JETEH CTpax, yKac WIM TaHWKy, B T.4. OpeACTaBiiieMas B BHJIE
M300paKeHMsI UJTH OMMCAHUS B YHIDKAIOUIEH YeJI0BEYECKOEe JOCTOMHCTBO ()OPME HEHACHIILCTBEHHOM
cMepTH, 3a00JIeBaHUs, CAaMOYOUICTBA, HECUACTHOTO CIIy4asi, aBapuu WJIM KaTtacTpodsl U (WMIH) UX
MMOCJICICTBUM;

3. mpencraeisieMas B BUAE H300paKEHUS WIM ONMCAHUS TOJOBBIX OTHOLICHUH MEXIy
MY>KYAHOU U KEHIIMHOW;

4. coneprkaiasi OpaHHBIE CIIOBA U BBIPRXKEHUS, HE OTHOCSIINECS K HELEH3YpHOI OpaHH.

C yuerom »Toro Bam mpemnaratorcs mpaBwmiia paOOThl B ceTH MHTEpHET ISl pa3iMdHbIX
BO3PACTHBIX KaTEropuil, COOJIIOJICHHE KOTOPBIX IIO3BOJIUT O0ECHEYnTh HH(GOPMAIIMOHHYIO
0€30MaCHOCTD BAIlUX JIETEH.

O6wwme npaBuna ansa poauTenewn

1. HezaBucumo oT Bo3pacrta peOeHKa UCTIONB3YHTE MPOrpaMMHOE 0OecrieueHue, ITOMOTaroIIee
GWIbTPOBaTh U KOHTPOJIUPOBATh MH(GOPMAIIMIO, HO HE TOJaraiiTech MOJHOCThIO Ha Hero. Bamie
BHUMaHHE K PeOCHKY - TJIABHBIA METO/I 3alHUTHI.

2. Ecniu Bam peOeHOK MMeeT akkayHT Ha OIHOM W3 colnaibHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T1.11.), BHUMaTENbHO H3Y4YHTE, KaKyl0 MH()OPMAIHIO IMOMEMIAIOT €ro
YYaCTHUKHU B CBOMX Mpoduisx u 6sorax, Bkioydas Gotorpaduu u BUIEO.

3. IlpoBeppTe, ¢ KaKUMHU JAPYrUMHU caliTaMu CBs3aH coLUalbHbIN cepuc Bamero pebenka.
Crpannuku Baimero peGeHka MoOryt ObITh O€30HacCHBIMHM, HO MOTYT M COJEp)KaThb CCBUIKM Ha
HE)KEeJIaTeNbHBIC U OTIACHBIC CANTHI (HaIpuMep, MOPHOCANT, MITM CaliT, HA KOTOPOM JPYT YIIOMHHAET
HOMep coToBoro Tenedona Bamero pedenka nim Bamn nomaninuit anpec)

4. Tloompsiite Bammx nereit cooOmate 000 BCeM CTPaHHOM HJIM OTTAJIKMBAIOIIEM M HE
CIIMIIKOM OCTPO pearupyiTe, KOTJa OHH JTO JenaroT (M3-3a OMaceHus MOTepATh IOCTYH K
WNHTepHeTy neTH HE TOBOPST POAUTENSIM O MpoOJieMax, a TakKe MOTYT HadaTh MCIOJIb30BaTh
HNHTepHeT BHE JOMA U LIKOJIBI).

5. byapte B Kypce cereBoil xu3HM Bamero pebenka. MHtepecyiiTech, KTO HUX JApYy3bs B
MHTEpHET Tak ke, Kak MHTEPECYETECH PEAIbHBIMU JIPY3bsIMHU.

Bo3pacTt ot 7 goo 8 net

B HMHuTepHere pebGeHOK cTapaeTcs IMOCETUTh T€ MM HMHBIE CAalWThl, & BO3MOXKHO M 4YarThl,
paspelleHne Ha IOCELIEHHe KOTOPhIX OH He Mojaydms Obl oT poauteneill. Iloatomy poaurensm
0COOEHHO MOJIE3HBI OYIYT T€ OTYEThI, KOTOPBIE MPEIOCTABISIOTCA MPOrpaMMaMH MO0 OTPAHUYEHUIO
ucnonbs3oBanusi MutepHera, T.e. PonuTenbckuil KOHTPOIb WIKM TO, YTO Bbl CMOXKETE YBHUJIETH BO
BpeMeHHbIX (aiimax. B pesynbrate, y pebeHka He OyJeT OILyLIEHHs, YTO 3a HHUM BeJeTCs
MOCTOSTHHBIA KOHTPOJIb, OJJHAKO, POJUTENN OYAYT MO-NPEKHEMY 3HATh, KaKHe CalThl OCEUIaeT ux
pebGeHok. JleT B AaHHOM Bo3pacTe 00J7aJal0T CHUIBHBIM YYBCTBOM CEMbH, OHU JIOBEPUMBHI U HE



COMHEBAIOTCsI B aBTopuTeTax. OHM JIOOAT WrpaTh B CETEBbIE WIPHI M IYTEHIECTBOBATH IO
HuTepHeTy, UCHOIb3ys 3JIEKTPOHHYIO MOYTY, 3aXOAUTHh HA CalThl U 4YaThl, HE PEKOMEH/IOBaHHBIE
POJIUTEINISIMU.

Cogersl 110 Oe3onacHOCTH B cetu IHTepHeT AJis feteid 7 - 8 net

1. Co3pmaiiTe CHUCOK AOMAaIIHUX TpaBWI MocemeHuss MHTepHeTa mpu ydacTuu JeTel |
TpeOyHTe €ro BBHITOJTHEHUS.

2. TpebOyiite or Bamero peOeHka COOMIOIEHUS BPEMEHHBIX HOPM HAXOXKIEHHUS 3a
KommbioTepoM. [lokaxkute pedbenky, uro Bel HabmogaeTe 32 HUM HE TOTOMY 4TO Bam 310 X0ueres,
a moromy 4to Bel Gecriokoutech 0 ero 6e30MacHOCTH U BCEr/ia TOTOBBI €My ITOMOYb.

3. KomnbloTep ¢ moakimodeHneM K MHTepHETY J0IDKeH HaxXOOUThcs B OOIIeH KOMHATE TOJ
IIPUCMOTPOM POAMUTEIEH.

4. Vicnonp3yiTe CrielUaibHbIE IETCKUE TOMCKOBBIE MAIIIMHBI.

5. Ucnonp3yiiTe cpeicrBa OJOKMPOBAHUS HEXKEIATeIbHOIO KOHTEHTA KaK JOINOJHEHUE K
CTaHJapTHOMY PoauTesnbckoMy KOHTPOJIIO.

6. Co3naiiTe CeMEWHBIN JICKTPOHHBIN SIIIHMK, YTOOBI HE TTO3BOJIUTH JACTSIM UMETh COOCTBEHHBIC
ajzpeca.

7. BnokupylTe HOCTYNm K caiiTaM ¢ OCCIUIaTHBIMH IIOYTOBBIMHU SIIIMKAMU C ITOMOIIBIO
COOTBETCTBYIOLIECTO IPOIPAMMHOI0 00CCIICUCHHSI.

8. IIpuyunte aereit coBeroBaThcs ¢ Bamu nepen onybaukoBaHueM Kakon-1u6o uHpopMauu
CPEJICTBAMU 3JIEKTPOHHOM MOYTHI, YaTOB, PETUCTPALIMOHHBIX (OPM U MPOPHUIIEH.

9. HayuuTe neteit He 3arpyxath (aiiiibl, MpOrpaMMbl UM MY3bIKY 0€3 Balllero COriacHusl.
10. He pa3pemaiite 1eTsM UCTIOIB30BaTh CIYKObI MTHOBEHHOTO OOMEHA COOOIIEHUSIMH.

11. B "Gensblit" cnucok cailTOB, pa3pelIeHHBIX I MOCELIEHHs, BHOCHTE TOJIBKO CaThI C
XOpOUIEH peryTanuen.

12. He 3a0b1BaiiTe 6ecenoBaTh ¢ AeTbMU 00 UX JIpy3bsix B IHTepHeTe, Kak eciiu Obl peysb 11a 0
JIPY3bsiX B PEAIbHON KU3HH.

13. He nenaiite "Tal0y" M3 BOIpPOCOB MOJIOBOI KU3HHU, TaK KaK B VIHTepHETe IeTH MOTYT JIETKO
HATKHYTbCS Ha TOPHOTpaQUIO WIK callThl "1l B3pOCibIX".

14. ITpuyunte Bamero pebeHka coo0maTs BaM 0 JHOOBIX yrpo3ax WM TPEBOTaX, CBSI3aHHBIX C
HNuTtepuerom. OcTaBaiTech CIIOKOMHBIMUA U HATIOMHHUTE JIETSM, YTO OHH B 0€30MMaCHOCTH, €CIU CaMu
pacckazaiy BaM O CBOMX TpeBorax. [loxBanuTe MX W MOCOBETYWTE MOJOUTH ellle pa3 B MOJI0OHBIX
ciaydasx.

BospacT geten ot 9 oo 12 ner



B nmanHoM Bo3pacTe OeTH, KaKk NpPaBWIIO, YK€ HACIBIIMIAHBI O TOM, Kakas HH(opMarus
cymectByer B MHtepHere. COBEpPHIEHHO HOPMAJIbHO, YTO OHM XOTAT 3TO YBHJETh, IPOYECTH,
ycablmate. [Ipu 3TOM HYXHO MOMHHUTB, YTO JAOCTYIl K HEXEJATEIbHBIM MaTepralaM MOKHO JIETKO
3a0JIOKHPOBATh NP MOMOILU CPEACTB POIUTENHCKOTO KOHTPOJIS.

Cosernl 110 0e3011acHOCTH U1 feTeit or 9 no 12 ner

1. Co3paiiTe cnHMCOK JIOMAIIHUX IHpaBuUil IoceweHUss VHTEpHET Npu ydyacTUM AETed U
TpeOyHTE €ro BBIITOIHEHMUS.

2. TpeOyiite ot Bamero pebenka coOII0eHIS HOPM HAXOXKICHHS 32 KOMITBIOTEPOM.

3. HaOmromaiite 3a peOGHKOM TIpu padoTe 3a KOMIIBIOTEPOM, ITOKKUTE €My, 4TO Bbl
0€eCIIOKOUTECH O €ro OE30MAaCHOCTH U BCETAa TOTOBBI OKa3aTh €My IIOMOIIb.

4. KomnbroTep ¢ nmojkiarodeHueM B MHTepHET NOJDKEH HaXoIUThCs B OOLIeld KoOMHAre Mo
IIPUCMOTPOM POJIUTEIEH.

5. Ucnonp3yiiTe cpeicrBa OJOKMPOBAHUS HEXKEIATeIbHOIO KOHTEHTA KaK JOINOJHEHUE K
cTaHAapTHOMY PoauTensckoMy KOHTPOJIIO.

6. He 3a0bIBaiiTe MpUHUMaTh HENOCPEJICTBEHHOE ydacTHE B JKM3HM peOeHKa, OeceloBaTh C
JIeTbMU 00 UX JIpy3bsix B IHTepHETE.

7. HacrauBaiiTe, 4TOObI 1€TH HUKOI/Ia HE COIJIAIIAINCH HA JIMYHBIE BCTPEUU C APY3bSIMHU IO
WHTephery.

8. Tlo3BomnsiiTe neTAM 3aXOJUTh TOJBKO Ha CalThl U3 "Oenoro" chmcka, KOTOPBIA co3daiiTe
BMECTE C HUMHU.

9. IlpuyunTe neTeil HUKOTa HE BBIAABAThH JIMYHYIO MH(POPMAIMIO CPEICTBAMH 3JEKTPOHHOM
MOYThI, YaTOB, CUCTEM MIHOBEHHOIO OOME€Ha COOOIIEHHUSMM, PETHUCTPALIMOHHBIX (OPM, JUUYHBIX
npoduiielt 1 Mpy perucTpaluy Ha KOHKypchl B IHTepHeTe.

10. ITpuyuure nereit He 3arpyxarb nporpammsl 6e3 Bamero paspemenus. O0bsICHUTE UM, YTO
OHHU MOT'YT CIy4aiHO 3arpy3uTh BUPYChI WM JPYroe HeXeNnaTelbHOe IPorpaMMHOe obecreueHme.

11. Co3paiite Bamemy peOeHKY OrpaHHYEHHYIO YUYETHYIO 3amuch Uil paboThl Ha
KOMITbIOTEpE.

12. ITpuyuurte Bamiero pebenka coobmaTe BaM O JHOOBIX yrpo3ax WM TPEBOTaxX, CBSI3aHHBIX C
WNutepHerom. HamomHuTe AeTsM, 4YTO OHM B O€30MACHOCTH, €CIIM CaMHU PAacCKa3ajd BaM O CBOMX
TpeBOrax U OMACEHUsIX.

13. Pacckaxure netsim o nopHorpaguu B HTEpHETE.

14. HacrauBaiiTe Ha TOM, 4TOOBI JE€TH TPEIOCTABISUIM BaM JOCTYN K CBOEH SJEKTPOHHOU
MouTe, YTOOBI BBl YOSAMINCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMITAMH.

15. OOBsicHUTE JETSIM, YTO HEJb3sI UCIOJB30BaTh CETh JJISl XYJIUTAHCTBA, PAaCIpPOCTPAHEHUS
CIUJIETEH WJIH YTPO3.



BospacT geten ot 13 go 17 ner

B »sTOoM BO3pacTe MOAPOCTKH AKTUBHO HCIOJB3YIOT ITOMCKOBBIE MAIlMHBI, IOJIb3YHOTCS
AIIEKTPOHHON MOYTOH, CIy)KOAMH MIHOBEHHOTO OOMEHa COOOIICHUSMH, CKAaYMBAIOT MY3BIKY WU
¢GwibMbl. ManbuukaM B 3TOM Bo3pacTe 0oJblle 110 HpaBy CMETaTh BCE OTPAHUYEHHUS, OHU XKAKAYT
rpy0oro omMopa, a3apTHBIX UTp, KApTHHOK "I B3pochbiX'". J[eBOUKM MpennoynTaoT o0maTses B
yarax, IpU 3TOM OHHM TIopa3o Ooiee YyBCTBUTENIBbHBI K CEKCyaJbHbIM JIOMOTaTelIbCTBAM B
WNHurepHere.

3auacTyio B JaHHOM BO3pAacTe POJUTENSIM yXKE BeChbMa CI0XKHO KOHTPOJIUPOBATH CBOUX JETEH,
Tak Kak 00 MHTepHETE OHM YK€ 3HAIOT 3HAYMTEIbHO OOJbIE CBOMX poAuTenei. Tem He MeHee, He
oTmyckaiite nered B "cBoOomHoe turaBaHue" mo MHtepHery. CrapaiiTech akKTHBHO y4acTBOBaTh B
oOmennu pedbenka B HTepHere.

BaxHo mo-mpexxHeMmy cTporo coOuojaTrh npaBuia MHTepHeT-0e30MacHOCTH - COIrIalleHue
MEXJy poAUTENSIMU U AeTbMU. Kpome Toro, Heo0X0 MO Kak MOKHO Yalle IpOCMaTpuBaTh OTYETHI
o0 nesrenbHOCTH aetel B HTepHere. Ciieqyer oOpaTuTh BHUMAaHNE HAa HEOOXOAUMOCTh COJePKAHUSA
POAUTENbCKUX MapoJiel (maposiei aIMUHUCTPATOPOB) B CTPOTOM CEKpETe U 0OpaTUTh BHUMAHUE Ha
CTPOTOCTh 3TUX MapoJIeH.

CoBeTbl 10 0€30IMaCHOCTH B 3TOM Bo3pacte oT 13 g0 17 ner

1. Co3naiiTe CIMCOK JOMAIIHUX MPaBWI Mocemenuss MuTepHeTa npu y4yacTUU MOAPOCTKOB U
TpeOyiiTe 6e3ycnoBHOrO ero BhIMoidHeHus. OOroBopuTe ¢ peOEHKOM CIHCOK 3alpelIeHHBIX CaiTOB
("gepnbiii cicok"), yacel pabotsl B MIHTEpHETE, pyKOBOACTBO 10 0OmIeHut0 B MHTEepHETe (B TOM
YHClie B YaTax).

2. KomnproTep ¢ moAKIIOYEHHEM K ceTH MHTEepHET NOKEeH HaXOAUThCs B 00IIel KOMHATE.

3. He 3a0bIBaiiTe OecemoBaTh ¢ A€TbMU 00 UX JIpYy3bsiX B MIHTepHETE, O TOM, YeM OHU 3aHSTHI
TakuM 00pa3oM, OyATO pedb HACT O JPY3bsAX B peanbHOM ku3HU. CropammBaiTe O JOIAX, C
KOTOPBIMH JIETH OOIAIOTCA TMOCPEICTBOM CIYKO MTHOBEHHOTO OOMEHa COOOIICHUSMH, UYTOOBI
yOeIUTHCsI, YTO ITH JIFOJIA UM 3HAKOMBI.

4. Wcnone3yiiTe cpenctBa OJOKUPOBaHMS HEXKEJIATEIBHOTO KOHTEHTAa KakK JOMOJHEHHE K
CTaHJapTHOMY PoauTenbckoMy KOHTPOJIIO.

5. Heob6xoaumo 3HaTh, KAKUMHU YaTaMH MoNb3ytoTcss Bamm netu. [oompsiiTe ncnonb3oBanme
MOJICpUPYEMBIX YaTOB U HaCTaWBaiTe, YTOOBI CTH HE OOIIAIMCH B IPUBATHOM PEXHUME.

6. HacrauBaiiTe Ha TOM, 4TOOBI JI€TH HUKOT/A HE BCTPEUATHCh JTUYHO C JAPY3bSIMU U3 CETH
Nurtepner.

7. llpuyunte neTeil He BbIIAaBaTh CBOIO JIMUHYIO HWH(GOPMAIMIO CPEIACTBAMHU 3JIEKTPOHHOM
MOYTHI, YaTOB, CUCTEM MIHOBEHHOIO OOMEHa COOOIICHHUSMH, PETHUCTPAIIMOHHBIX (OPM, JTUYHBIX
npoduiielt 1 Ipy perucTpaluy Ha KOHKypchl B IHTepHeTe.

8. IlpuyunTe nmereit He 3arpyxarh nmporpammel 6e3 Bamiero paspemenusi. OOBbACHUTE UM, UYTO
OHH MOTYT CITy4aifHO 3arpy3UTh BUPYCHI HIIM APYTroe HEeXKeENaTeIbHOe IPOrpaMMHOE 0OecIieUeHHE.



9. Ilpunyunre Bamero pebenka cooOmaTh BaM O JIFOOBIX Yrpo3ax WM TPEBOTaX, CBSI3AHHBIX C
WNurepuerom. HamomuanTe neTsM, 4To OHM B O€30MIACHOCTH, €CIIM CaMH PacCKa3ayid BaM, O CBOMX
yrposax uian TpeBorax. [loxBanure UX v MOCOBETYITE MOJOUTH €Ille pa3 B MOJAOOHBIX CITydasX.

10. Pacckaxure nerssm o nopHorpaduu B MHTepHeTe. [loMOrMTEe MM 3alTUTUTHCA OT Crama.
Hayuute mompoctkoB He BbIaBaTh B MHTEpHETE CBOEro pealibHOro 3JEKTPOHHOTO ajapeca, He
OTBeuaTh Ha HeXKeNaTeabHble MUChMa U UCIIOJIb30BATh CIEI[HANIbHBIE TIOYTOBbIE (PUIBTPHI.

11. IIpuyunte ceOst 3HAKOMUTBCS C CAiTaMu, KOTOPBIE TMOCEIA0T MOIPOCTKH.

12. Hayuute neTeil yBakaTh IpYrux B MHTEpHETE. Y OCIUTECh, YTO OHU 3HAIOT O TOM, YTO
MpaBuJjIa XOPOILETro MOBECHUS TEUCTBYIOT BE3E - J1aXKe B BUPTYAJIbHOM MHUpE.

13. OObsicHUTE JIeTsM, YTO HM B KOEM ciydae Henb3sl MCIob30BaTh CeTh AJIs XYJIUIaHCTBa,
pacnpocTpaHeHMsl CIUIETEH WU YTPO3 APYTUM JIFOSM.

14. Obcyaute ¢ moApoCcTKaMH MPOOJIEMBbI CETEBBIX a3apTHBIX WUIP U UX BO3MOKHBIN PHUCK.
Hamomuute, 94TO 1€TH HE MOTYT UTpaTh B 3TH UTPHI COIVIACHO 3aKOHY.

[ToctosiHHO KOHTpONUpYiiTe wucnonb3oBaHue HMurepHera Bamwmm pebenkom! 310 He
HapylIeHWE €ro JUYHOIO IMPOCTPAHCTBA, a Mepa IPEAOCTOPOKHOCTH WU MposiBieHHe Bareit
POJIUTENBCKOW OTBETCTBEHHOCTH U 3a00THI.



